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ABSTRACT

In Digital Forensics, investigators may rely on IoT traces from
smart environments to reconstruct whether and how many people
were present in a room, yet sensor outages and noise can produce
misleading inferences. We introduce an ML-BDI reasoner that com-
bines a Random Forest occupancy estimator with a BDI agent that
selects symbolic fallback plans during sensor failures and applies
confidence-aware policies, including abstention in low-reliability
conditions. The system records an auditable trace of each decision
(plan id, timestamp, RF confidence, sensor state) to support forensic
review. Overall, the reasoner accepts high-confidence predictions
and otherwise falls back to symbolic plans or abstains.
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1 INTRODUCTION

Digital forensics has been facing a practical shift: the volume and
variety of potential evidence continue to grow [14]. Investigators
now often examine not only traditional storage media but also
mobile devices, cloud services, and network traces. This creates a
problem in the everyday sense: too much data, too many formats,
too little time, yet the need to adhere to forensic principles [14].
Smart buildings generate continuous streams from many devices,
which can be useful as evidence, but these environments are also
fragile. Devices fail, networks fail, firmware changes, and some-
times disruptions are deliberate. In IoT attacks, anti-forensic actions
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(e.g., disabling devices) can compromise both the availability and
the integrity of data. For an investigator, that means conclusions
may depend on partial, noisy, or inconsistent traces [1, 5, 22].

At the same time, there is a push to use Machine Learning (ML)
in digital forensics because it helps with tasks that do not scale
manually, such as triage, pattern recognition, anomaly detection,
and extracting information from messy data [4, 15, 20]. But in
forensic work, speed is not enough. The path from raw evidence to
a conclusion must remain auditable [12]. In practice, that means
the pipeline matters. Ingestion, training, validation, and post-hoc
analysis need to be organised in a way that supports later checking
and reporting [3, 8, 17, 18]. This is one reason why interpretability
and hybrid designs feature in forensic discussions: it is not only
about accuracys; it is also about the ability to justify decisions.

In this context, we propose an ML-BDI reasoner for smart-building
investigations that combines a Random Forest (RF) model for ML-
based perception with symbolic decision policies to support in-
ference under sensor unreliability while maintaining an auditable
record of how the agent makes decisions.

We choose a Belief-Desire-Intention (BDI) agent as the symbolic
layer because it provides a way to encode and execute explicit poli-
cies that are easy to inspect and report [7, 10]. Our implementation
uses the Jason platform [6] as the symbolic component, which im-
plements BDI agents on top of the AgentSpeak(L) programming lan-
guage [19]. In our setting, the agent’s beliefs represent the current
sensor state and the model’s confidence, and its plans implement
conservative actions, such as falling back to sensor-only rules or
abstaining when reliability is low. This meets the needs of digital
forensics, provides explainable conclusions, and aligns with our
goal of producing an auditable record of how the agent reaches
each decision.

2 BACKGROUND & RELATED WORK

Digital forensics is concerned with collecting, analysing, and pre-
serving digital data for use as evidence. It is also a field where
reliability and admissibility are constantly in the background: if a
method is not reproducible, or if its outputs cannot be explained
and documented, it is harder to trust and harder to defend. This
is why classic forensic process models emphasise steps such as
acquisition, examination, analysis, and reporting [1, 8, 18].
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Digital forensics employs Al methods to handle large, hetero-
geneous datasets. Neural and other data-driven approaches have
demonstrated strong empirical performance across several forensic
tasks. Still, two issues remain in forensic settings: explainability
and generalisation. A model can perform well on a benchmark and
still be hard to audit, and in legal contexts, the “why” can matter as
much as the “what” [4, 11, 15, 20].

Symbolic approaches are usually easier to inspect and align
naturally with the way investigators describe reasoning, (if x and y
then consider z). This fits well with forensic reporting. However,
symbolic systems can encounter scalability and coverage issues as
the number of situations increases, particularly when plans and
rules must be created and maintained manually [9, 13].

This tension motivates hybrid ML/symbolic systems, which use
learning for perception and pattern extraction, while using symbolic
reasoning to enforce explicit decision policies and provide clearer
traces for review. Our work follows this direction by combining an
ML estimator for occupancy with a BDI agent that can fall back to
symbolic plans when sensor conditions reduce the reliability of the
ML output. The agent also keeps a record of the decision path for
later forensic inspection [12, 17, 21].

3 ML-BDI REASONER

We split the dataset into training (80%) and test (20%). The Random
Forest model is trained on the training partition, while the test
partition is progressively degraded to simulate sensor unavailabil-
ity. The degradation step applied Missing Completely at Random
(MCAR) per-cell random erasure and time-windowed sensor out-
ages to simulate realistic sensor dropouts [16]. During inference,
the RF processes each timestamped instance to obtain an occupancy
prediction and a confidence score, which are then sent to a Jason
BDI agent together with the degraded sensor readings. When con-
fidence is high, the agent accepts the model predictions, and when
it is low, it triggers symbolic inference plans to produce a symbolic
estimate. Figure 1 summarises the ML-BDI pipeline.
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Figure 1: ML-BDI reasoner architecture.

The ML-BDI reasoner defines how it combines predictions and
symbolic inference under degraded conditions. To evaluate the
practical impact of this decision process, we present preliminary
results obtained under progressive sensor degradation, focusing

on prediction accuracy, the behaviour of the intervention, and the
overall reliability of the system.

Table 1 presents the summary per seed of the BDI agent, showing
how often it intervened, how many corrections were successful,
and how these results compare with RF errors. The number of in-
teractions between seeds remains fairly consistent, and the BDI
regularly corrects a large share of RF misclassifications. Although
the exact counts vary slightly between seeds, the overall result is
clear: the BDI contributes meaningful corrections precisely when
the RF struggles, without over-activating or introducing unneces-
sary decisions. These results demonstrate that the hybrid reasoner
performs consistently across different random configurations, main-
taining a stable and balanced contribution to overall accuracy.

On average, the agent intervened in about 210 cases per run,
resolving roughly 75% of them. In most seeds, the number of BDI
corrections even exceeded the number of RF errors (e.g., seeds 42,
101112, and 192021), showing that symbolic reasoning not only com-
pensates for RF misclassifications but also promotes more consistent
decision patterns overall. The small variation observed across seeds
further indicates that the hybrid reasoner remains stable under
different random initialisations and degradation scenarios, demon-
strating both reliability and robustness.

The difference between the number of BDI corrections and RF
errors (BDICorrect — RFError) shows a consistently positive margin
across all runs, ranging from +35 to +101. This pattern confirms
that the symbolic layer provides genuine corrective value rather
than merely mirroring the ML model’s predictions. Even in seeds
where the RF had already performed well (e.g., 222324), the BDI
maintained a measured level of activation, intervening only when
necessary. This behaviour demonstrates that the hybrid architecture
effectively adapts to varying model conditions, enhancing overall
reliability without introducing redundant decisions.

Table 1: Summary per seed of the BDI agent’s performance.

Seed BDI Interactions | BDI Correct | BDI Error | RF Error | BDI Correct - RF Error
42 227.0 199.0 28.0 133.0 101.0
123 202.0 149.0 53.0 95.0 57.0
456 233.0 159.0 74.0 133.0 89.0
789 240.0 182.0 58.0 96.0 57.0
101112 236.0 187.0 49.0 115.0 90.0
131415 223.0 163.0 60.0 87.0 62.0
161718 206.0 152.0 54.0 76.0 48.0
192021 228.0 171.0 57.0 123.0 89.0
222324 143.0 108.0 35.0 50.0 35.0
252627 218.0 166.0 52.0 97.0 65.0

4 FINAL CONSIDERATIONS

This work developed an ML-BDI reasoner designed to support occu-
pancy inference in digital forensic scenarios involving IoT sensors.
From a digital forensic perspective, the approach improves the relia-
bility of evidence. This is particularly relevant in IoT investigations,
where sensor availability and integrity cannot be guaranteed.

As future work, we plan to evaluate the approach on additional
datasets and sensing configurations, and to extend the architecture
toward neuro-symbolic reasoning [2] and broader digital forensic
scenarios.
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